Wireless sensor network comprises of small sensor nodes with limited resources. Clustered networks have been proposed in many researches to reduce the power consumption in sensor networks. LEACH is one of the most interested techniques that offer an efficient way to minimize the power consumption in sensor networks. However, due to the characteristics of restricted resources and operation in a hostile environment, WSNs are subjected to numerous threats and are vulnerable to attacks. This research proposes a solution that can be applied on LEACH to increase the level of security. In Watchdog-LEACH, some nodes are considered as watchdogs and some changes are applied on LEACH protocol for intrusion detection. Watchdog-LEACH is able to protect against a wide range of attacks and it provides security, energy e fficiency and memory efficiency. The result of simulation shows that in comparison to LEACH, the energy overhead is about 2% so this method is practical and can be applied to WSNs.
Introduction
Wireless sensor networks (WSNs) comprise of one or more base stations (BSs) that can communicate with a number of wireless sensors via a radio link.
WSNs are playing an increasingly important role in a wide-range of applications. They are used for monitoring purposes, and can be used in different application areas, ranging from battlefield reconnaissance to environmental protection.
Cluster-based communication protocols (e.g., [1] ) have been proposed for ad hoc networks in general and sensor networks in particular for v arious reasons including scalability and energy efficiency.
In cluster-based networks, nodes are organized into clusters, with cluster heads (CHs) that they relay messages from ordinary nodes in the cluster to the BSs. As our approach is based on LEACH protocol we describe LEACH protocol here.
LEACH [1] is a clustering-based protocol that minimizes energy dissipation in sensor networks.
The purpose of LEACH is to select sensor nodes randomly a s cluster heads, so the high energy dissipation in communicating with the base station is spread to all sensor nodes in the sensor network.
The operation of LEACH is separated into two phases: the set-up phase and the steady phase. The duration of the steady phase is longer than the duration of the set-up phase in order to minimize the overhead. During the set-up phase, a sensor node n chooses a random number between 0 and 1.
If this random number is less than a predetermined threshold, t, the sensor node becomes a cluster head. The threshold t is calculated as: Formula 1: Threshold to be a CH In this equation P is the desired percentage to become a cluster head, r is the current round and G is the set of nodes that have not been selected as a cluster head in the last 1/P rounds. After a node is self-selected as a cluster head, it advertises this to all its neighbors. The sensor nodes receive advertisements and they determine the cluster that they want to belong to, based on the signal strength of the advertisements from the cluster heads. The sensor nodes inform their cluster head that they will be a member of the cluster, and then the cluster head assigns a time slot for every sensor node in which they can send data to the cluster head.
During the steady phase, the sensor nodes can begin sensing and transmitting data to the cluster heads. The cluster heads also aggregate data from the nodes in their cluster before sending them to the base station. After a certain period of time is spent in the steady phase, the network goes into the setup phase again.
LEACH balances the draining of the energy during communication between nodes in sensor networks.
The BS assumed to be directly reachable by all nodes by transmitting with high enough power.
Nodes send their sensor reports to their CHs, which then combine the reports in one aggregated report and send it to the BS. To avoid the energy draining of limited sets of CHs, LEACH rotates CHs randomly among all sensors in the network in order to distribute the energy consumption among all sensors.
The recent solutions with encryption provide security a gainst attacks, but this paper supplies CH's security a nd also other nodes in a new method. The rest of this paper is organized as follows: In the next section we present some related works. In Section 3, we outline security in LEACH. In Section 4, we present the Watchdog-LEACH. In Section 5, we show Energy Consumption, Finally in section 6, conclude this paper.
Related Works
Protection in the most situations is provided by Some papers present methods for preservation of particular attacks. In [9] is proposed a security mechanism based on LEACH routing protocol against Sybil attack. The mechanism is set to start up Sybil attack detection policy based on RSSI (Received signal strength indicator) when t he cluster-heads number in WSN is over a threshold.
In [10] is proposed a scheme considering cluster architecture based on LEACH protocol to build a security m echanism in a query-processing paradigm within wireless sensor network. The scheme is capable of thwarting replay attack while ensuring essential properties of security such as authentication, data integrity and data freshness.
TLEACH is a WSN trust protocol [11] . TLEACH contains two main components, the Monitoring 
Security in LEACH
Like any w ireless ad hoc network, WSNs are vulnerable to attacks [13, 14] . Besides the well- 
Watchdog-LEACH
In this new method we have added some parts to LEACH protocol to make it more secure.
In Due to the broadcast nature of communications, every watchdog node will receive all packets sent inside its cluster.
A single node will select itself as a watchdog for a cluster with a probability of 1/n. This process can resemble as n people with 1 dice of m sides each, where n = m, trying to obtain a 1 in the dice to activate the watchdog node.
If a node has been selected as a CH in previous phase, it's not selected as a watchdog in a cluster.
There isn't any extra energy consumption overhead for the decision of being a watchdog node as we assume that the result has been calculated before and has been embedded to t he sensors.
Setup phase:
Steady phase:
The various symbols denote: Setup phase: is the formula of permutation with repeated elements, VR m,n is the formula of r-permutations with repetition, n is the number of nodes that could activate their monitoring module to be watchdog (i.e., the number of nodes that are going to throw a dice), and m is the number of nodes that are going to influence on the probability of activating the watchdog nodes, normally equal to n (i.e., the number of sides of every dice).
Proof of Formula 2 is available in [15] appendix.
Phase 3 _ Steady Phase and Intrusion

Detection
Steady phase in Watchdog-LEACH is similar to Steady phase in LEACH protocol with some differences. Watchdog nodes doesn't sense environment signal and they work only a s watchdog and monitor the cluster communications both regular nodes and CH. This behavior prevents from collisions as Watchdog-LEACH is TDMABased in Steady phase.
Intrusion Detection
Watchdog nodes are independent from CHs so they also monitor CHs behavior. During Steady phase, watchdog nodes listen to communications and when they detect an attack they send alarm to BS 
Radio transmission range rule:
Each node must send its message with a specified power so only its neighbors can listen these messages and sending more powerful messages can be detected as hello-flood or wormhole attack.
Alarm rule:
When a sensor is tampered or re-programmed or moved, a failure is raised.
Intruder Watchdog rule: When Watchdog
itself is intruder, by this rule is recognized. In this case, intruder sends invalid information to BS.
Solutions for attacks
We have considered some attacks in our work against WSN and watchdog-LEACH's solution for them and related rule is as following. Other attacks can be prevented with authentication and encryption or other methods that can be applied to Watchdog-LEACH protocol. We assume that we have encrypted all messages with a pre-distributed and hardware embedded key and MAC is calculated and added to each message.
Security Comparison with other protocols
On 
Energy Consumption
In a simulation we used [1] The average distance from any node to BS is 100m.
For total network energy consumption calculation, we need to calculate CH energy (Formula 3), Watchdog energy ( Formula 4), Sensor energy (Formula 5) . Total Energy formula is shown on Formula 6.
The various symbols denote:
Formula 3: CH energy
Symbols as previously defined, with the following additions:
: ℎ ∶ Formula 4: Watchdog energy
Symbols as previously defined, with the following additions: ∶ Formula 5: Sensor energy
Symbols as previously defined, with the following additions: Also in Figure 5 , watchdog node Energy consumption based on number of attacks has been shown. According to Figure 5 results and Table 3 , in maximum number of attacks, consumed energy for a watchdog node is less than a CH. For this calculation we considered the threshold to be 1 so any time a watchdog recognizes an attack, it reports to BS. But in real protocol, it reports to BS after some attacks so the real energy consumption will be less than these results. Number of Attacks
Conclusion
Watchdog-LEACH can be used to increase WSN security. Also it can be combined with other methods (authentication, encryption and etc.) to provide more security for WSN. This approach is CH and cluster independent and it can detect malicious CHs too that we didn't have this feature in previous methods. Our detection is decentralized since the monitor modules are distributed on network, installed in common nodes.
Also this method in comparison to LEACH has about 2% energy overhead so this method is practical and can be applied to WSNs.
For future works, this method can be upgraded to a lightweight detection framework for prevention and detection of common attacks in WSNs.
